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Agenda
1 Introduction and Housekeeping
2 Presentation 1: Effective Governance, Reporting and
Communication for COVID-19
3 Presentation 2: External Data: A COVID-19 update
4 Q&A
5 Conclusions and next Webinar
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Housekeeping

1. The webinar will go for 90 minutes.
* Introduction 10 mins
» Presentations 40 mins
+ Q&A 35 mins
» Concluding Remarks 5 mins

2. Ask questions as we go. Enter your question in the question
section on the GOTO control panel. If the question input area is
not visible, click on the orange arrow at the top of the panel to
expand the viewing area.

3. Any questions we don’t get to during the webinar:
« Address any key questions at the beginning of the next Webinar
+ Consider writing a blog or a later topic for any theme questions

4. Please complete the post webinar feedback questions at the end
of the webinar

5. You will be send a pdf copy of the slides and a recording of the
webinar will be made available to registered participants on our
websites:
www.protechtgroup.com www.riskspotlight.com
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Agenda
1 Introduction and Housekeeping
2 Presentation 1: Effective Governance, Reporting and
Communication for COVID-19
3 Presentation 2: External Data: A COVID-19 update
4 Q&A
5 Conclusions and next Webinar
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Overview

1. Stakeholders — Communicate and
Consult

8. Governance,
Reporting and
Communications

2. Scope and Context
2.1 Where are we now?
2.2 Where do we want to be?
2.3 Critical Steps

7. Processes to Monitor,

Review, Record and 3,4,5. Identifying, Analysing and

Manage Evaluating the Risks
6. Risk Treatment and Controls
° . Source: ISO 31000:2018 Risk Management:
o PROTECHT Rl SLlliTLE Principles and guidelines !

Governance, Reporting and Communication

1. Governance Structures and the Risk Management Framework
2. Principles of Risk Reporting

3. Communicating what matters and when it matters — The Dynamic Risk Profile

o LETMIh N - 2 RiskSpotlight .
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Step1: Linking Risk Management with Strategy

Vision / Mission
Outcomes / Objectives

Operational Objectives Strategic Objectives
Run the Organisation Change the Organisation

Operating Model Delivery Strategic Plan /
+ Critical Processes p Business Plans
+ Critical Resources * Project Management

Strategic / Project
Management Risk Management

» Operational Risk * Decision Risk

-+ Financial Risk « Execution Risk

Enterprise Risk Management
O/ PROTECHT

BAU Risk Delivered Risk

Management

Polling Question

To what degree do you believe your
organisation’s risk management is linked to,

and integrated with, strategy and objectives?
A. Hardly at all

B. Partly

|
10

T |

O PrOTECHT
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§ep 2. Risk Management Framework

A

Continual 4 Reporting and

Improvement ng | ona Consutt Response
*Risk *Communication
Management e s *Reporting and
Strategy e R Analytics
*Performance *Escalation and
measures o Ris A Response
*Maturity i | | *Risk

evaluation Acceptance

*Assurance -Delegations
«Independent Risk Management Processes and Systems «Decision
Reviews Risk Assessment Key Risk Indicators Making
Incident Management  Controls Assurance Issues
Actions  Project and Delivered RM  Complian
NManayement  SUress lesting  Lapiiai Resiie

*Revision *Assurance

People and Culture
People capabilities and training Conduct Risk Management 1
Risk Culture surveys and monitoring

11
A Focus on Governance
1. Board, Board Audit and Risk Committees / Management Risk
Committees + Crisis Committee
2. Risk Appetite
3. Policies, Standards, Guidelines, Procedures
5. Risk and Control Ownership, Responsibilities and Accountabilities
6. Incentive Schemes
o LETMIh N - 2 RiskSpotlight "
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Three Lines of Defence

Risk i Line of
Defence
Inherent
1
own

Residual

2. Risk Management

2

Review and
Challenge

3

Independent

b Assurance

Impact on Objectives

Objectives

O rrotecHT IR 13
13

Polling Question

To what degree do you believe your three lines

of defence model has been disrupted by

COVID-197?

A. Not at all

B. Partially

C. Severely

O rrotecHT IO "

i
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A Focus on Escalation, Reporting and Response

1.  Communication

Reporting and

. . Response

2. Reporting and Analytics A -
+«Communication

*Reporting and

3. Escalation and Response ArElis
) *Escalation and

4. Risk Acceptance Response
*Risk

5. Delegations REEEgiEEE
*Delegations

isi i *Decision

6. Decision Making ot
*Assurance

7. Assurance

O PrRoTECHT .

15
Reporting and Analytics
Purpose
» To provide assurance / red flags over key risks
« To assist in making better risk / reward based decisions
e = . —
i
q. ‘*
O PROTECHT .
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PRUDENTIAL
INQUIRY INTO THE
COMMONWEALTH

Board Reporting and Communication P

Key Lessons

Board and committees must receive appropriate risk reports with relevant metrics

Must be strong communication and reporting between the Audit, Risk and Rem
committees

Management must communicate to the board with candour and both bad and good news
equally

Line Management should be called upon to present directly to committees and the board

on material risk matters

Ensure Non-financial risks must be given equal voice to financial risks

Risk data must be able to be aggregated and viewed across business lines so as to be
able to identify emerging and / or systemic risks

The objectives of different stakeholders (shareholders, customers etc.) must be balanced
The voice of finance and the voice of customer must be heard equally

The Short and long-term objectives must be balanced

The voice of risk must be balanced with the voice of reward

O PrRoTECHT .
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Performance Reporting - Risk and Reward
o Periomance nditors Vision / Mission
Outcomes / Objectives
Operational Objectives Strategic Objectives
Run the Organisation Change the Organisation
sty Opgrating Model Delivery Stra_tegic Plan /
\ + Critical Processes § Business Plans
+ Critical Resources * Project Management
i Strategic / Project
SAURISK Delivered Risk ik M :
Management Manacement isk Management
Operational Risk 9 » Decision Risk
Financial Risk . : » Execution Risk
Enterprise Risk Management
O/ PROTECHT ;
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Performance Reporting - Reward and Risk Example

S PROTECHT.ERM
Board Dashboard

Key Performance Indicators Key Risk Indicators

stakeholder Stakeholder

. | apris |

Sharehelder | |Shareholder
|Share price 5 28.57 | | Share volatility
|Earnings per share | ‘1.58 | Debt / Equity
PE Ratio 18 Dividend payout ratio
Dividend Yield 3.32%

Customer Customer
MNet Promoter score Customer complaints %

78%
Customer retention levels - Customer turnover
Employee
82%

Employee
[staff satisfaction levels |
|Average employment term | Turnover forced
1 1 ] Turnover unforced

Regulator |Regulator
|Regulator rating ] Number of negative regulatory issues

Number of compiance breaches
Swvalue of fines

Supplier / Third Party supplier / Third Party
|supplier satisfaction rating Creditor days

Average supplier risk rating

Staff turnover

-E RiskSpotlight 19

Y PROTECHT
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Polling Question

To what degree is your risk reporting integrated
with reward reporting in order to give a balanced
Risk / Reward view of performance?

A. They are reported separately
B. There is some joint reporting

C. Risk and Reward are fully integrated for

performance reporting

O rrotecHT IO 2
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Dynamic Risk Profile

Death]

Physical sickness <—{Permanent damage]
_/ \'shan fliness)
{Persena e

2 T Anxlety|
\ Mental welF being K. - =

T 5 0
P = v [KW\Num‘bev of stalf requirn medicala{lenhnn]/ {others\—{infec
[ Number of staff on isolation o W
- -
| (Touch infectio

Number of staff temperature checked
wwwwww S |
it

emp checkers at all entry points,

e,

P - visispotion: B :
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Eceporting and Analytics

a RISK
IN MOTION

= Controls Assurance

O protecHT O ' 2
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Dynamic Reporting

rouping

RI S K ® Business Unit Risk Appetite Category Date Range: Oct 2019 - Apr 2020
Business Unit: People & Culture, Finance, Information Technology, Treasury,

I N M OTIO N Marketing

Risk Event Risk Assessment Control Testing Compliance Key Risk Indicators Actions Internal Audit Findiny Incidents.

Inherent Rating  Residual Tests Tests Total Nen KRICount Red KRI Open Overdue Findings Overdue Numberof Estimated Direct
Rating rformed  Failed Incidents

People & Culture
Breach of L I egulations
COVID infeciion -
Deleliofaling Siaff Morale ang benavodts, 0 o
/Information Technology

ompromise i | Moderate

Externai cyber altacks, virus, malware and denial Of servic Moderate

ure of third party service providers

ications and other pubiic utility

i
Moderate
Moderate

23

Drilldown

LY PROTECHT.ERM Risk Report with Linked Items

Risk Details

Risk Name COVID-19 Infection

Risk Description Employee or customer infection due 1o the COVID-18 pandemic.

Risk Owner

Risk Assessment

Last Review Date 15/03/2020 Prior Residual Rating
Inherent Rating Moderate Control Effectiveness Residual Rating

Controls Testing Results

Control

Extensive testing

Isolation

Medical attention

Protective equipment, eg. face mask, protective closing, gloves et
Social support

‘Owning Business Unit
% of Staff temperalure checked on entry lo company premises People & Culture
HNumber of GOVID19 infected employees People & Culture
Humber of employees fested for COVID19 People & Culture

Quesliun Owning Business Unit

n you confirn that you have practiced safe self distancing and avoided unessential sctiviies
Soaileour hame Aufing The P Informatien Technology

n you confim that you have practiced safe self distancing and avoided unessential sctivities .
Saie’oor hame Sufing he P X¥Z Limited

Can you confirm that you have practiced seif isolation for 14 days when you have
unih 2 persan Lndsr investigation .
s for the last 14 days ) Informatien Technology
5y o ihe Tollorng symploms: sore throat, cough, colds. body pain and ofher flu-ike

Gan you confirm that you have practiced seff isolation for 14 days when you have 2
a) come in contact with a person under investigatior X¥Z Limited

24
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Polling Question

To what degree is your risk reporting static vs.
dynamic?

A. Very static (e.g. monthly reporting)

B. Partially dynamic (reporting more frequently
than monthly)

C. Totally dynamic reporting all information
available at the current time.

O rrotecHT IR 2
25
A Focus on People and Culture Governance
RISK CULTURE
DASHBOARD
i
TTRHLITHH
26
26
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How do we engage with everyone?

Change the perception of risk management from a hindrance to an enabler
Make risk management real

Make risk management available -
Educate, Empower and Incentivise

b=

0 PrOTECHT .
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Agenda

Introduction and Housekeeping

Presentation 1: Effective Governance, Reporting and
Communication for COVID-19

Presentation 2: External Data: A COVID-19 update

Q&A

Conclusions and next Webinar

APLhOON -

28
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e s RiskSpotlight

Free 2 month trial of RiskSpotlight Portal at
https://www.riskspotlight.com/portaltrial for COVID-19 OpRisk news

nermmuE R o st srven _s2 RiskSpotlight

Logout

Home b Dasiboards b COVID:18 Nows ‘Configurs Dashboard

. [
RiskSpotlight 90 N Risks and Treaiments

COVID-19: OpRisk News By Region

Updates on how financial services firms are dealing with coranavirus (COVID-19)

v ExpandiCollapse

Global Europe
Page {1 Of 4): Fisi] [Last] | 1:2:3-4 | >>Next Page (101 10 [Fira] [Lasi] | 1-2-34-5-6-7-6.8-10 | >>Hext
Asticlo Tidle Articia | Aricle Type ¢ Published Aricle  Regions  Counfries  Sourca. Avticle Tito Atide AiclaType ¢ Published Adicle Regions Countries  Source
Link: Daioé  Creato Link Dated  Cresls

Date

Citi offers staff special bonus amid COVID-18 22 Apr 21Apr  Asia, Giobal, Singapore, HRD Bavte CLBILS L 21 Agr 21 Europe  United. Crowdfund
s m 2020 2020 Nerth United Clients Impacted By Covid-19 in the UK g m 2020 Ape Kingdom:  Insider
Amecca  States 2020
Survdy Shaws How the Securty Industry s e 15Apr  Globel,  Uniod  Seciry Watehdog Warns Barks on Seaal Business Londing 2 21 Ewope Unied  The
Wisoiog ok duing COVID 15 o WD oy e e o EEEED L ngiom Natool
Amsrica 2020 Law
Hackersstugge moraly and sconomcalyover @ (BHERE]) N Wher  Goow Bleeging
Caronavirus 2020 2020 Computer Ansvar Insurance CED oullines coranavirus response 2 m 18 Apt 20 Europe  United Ingurance
Svocon T Repocos v scovoroens @ (EEERE) U4 U Ol info Securiy A% | e Krgdon:| Eosiesk
Working Thraat 220 w20
irus: Fr pam, paymen 17, 1 urope it
S The dakwebsaweched i ot g (ERERRD U UAw Oooal United vB ‘Comemiinas: Frenas cn peves pacey sed cac lowr - o = Ly ) - ke L2
‘coronuvinzs scams and pandemic cybercime. 020 2020 Neh Statos 2020
Ametica
fortha UK t6Ap 16 Euope Uniled  Giobal
How Visa And The US Secrat Service Are 2 |0 ) 06Apr  0BApr  Giobal, Unitod PYMNTS.COM  Buginess interuption Loan Schem (CBILS) and Prpare for @ @ 2020 Ape Kingdom  Newswiro
Fiattening The COVID: 1 Fraud Curve 2020 2020 Nemh the ViR ige B 98 Ierapioe LoAT. GaHm o0
America (CLBILS)
Be On The Lockout For Thess COVID-19 O2Apr  O9Apr  Glodal Forbes 1 1bn of Covid-18 bailout loans have been i ] 1 18 ropa  Uni
T ® m | e e I L P
. 2020
Govemment tesponses ta COVID-19 ara making (g 02apr  0SApr  Giobsl Euronews.
ihe Fght against money laundaring hardar 220 22 Goronavinus:Insuranc firms. rdered o pay sot or xplain © @B Sy 18 e Umed esc
Coronavinus: What s BBVA daing o help. Olfpr  OlApr  Europe, Spain BBVA sl F - Kingdom
Gitzens? 8 EEEE LY N e 290
i UK should consider 100% state guarantee for small business. a2 15 Apr 16 Europe  United Routers
Hiow banks can uss tschnciogy t mprove JoMer WM Gios Fineir
Lok sl e Pl oo barka sy = G Kigiom

O PrRoTECHT .
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Key COVID-19 Industry Updates

Uncertainty on whether the
business disruption insurance
policies cover pandemic

Ireland considering offering 6
month mortgage holiday to
consumers (currently 3 months)

Intervention by FCA in UK for Complaints against US banks for
insurers to pay insurance claims or prioritising government loans for
explain their existing customers

7 states in US have introduced bills
to force insurance firms to cover
COVID-19 losses under business

interruption policies

Complaints against US banks for
prioritising government loans that
can make them higher fee revenue

O PrOTECHT .
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Key COVID-19 Industry Updates

Top executives in UK banks to

Large scale COVID-19 related
Barclays, HSBC, Standard Chartered, Lloyds

attacks) Banking Group, TSB)

Rise in availability and adoption of . . .
remote account opening solutions el 2T LI Clefalioiny el
ATMs across India to help

£ blon;z’;:]l;sh%ﬁj;ort photo customers get access to funds

The Central Bank of UAE directed Bank branch in India asked to
all banks to not terminate jobs and reopen after manager closes the
cut salaries of UAE national branch suspecting all employees
employees were infected

O ProTECHT :
31

Agenda

1 Introduction and Housekeeping

2 Presentation 1: Effective Governance, Reporting and

Communication for COVID-19

3 Presentation 2: External Data: A COVID-19 update

4 Q&A

5 Conclusions and next Webinar

32

32
Copyright: The Protecht Group. These materials must not be copied, translated into any other media or
distributed to any other person without the express permission of The Protecht Group. All IP contained within these 16

materials remains the property of The Protecht Group.



Financial Services

a PROTECHT coVID-19 Risk Management Webinar iskSpotlight
Week 4: 23 April 2020

S PROTECHT

Questions and Answers

Enter your question in the question section on the GOTO control panel.

If the question input area is not visible, click on the orange arrow at the top of
the panel to expand the viewing area.

Agenda

Introduction and Housekeeping

Presentation 1: Effective Governance, Reporting and
Communication for COVID-19

Presentation 2: External Data: A COVID-19 update

Q&A

Conclusions and next Webinar

APLhOON -

34
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Final Comments

Manoj Kulwal

Co-Founder & CRO at
RiskSpotlight

David Tattam

Director, Research and
Training

Jason Smith

CEO and Executive
Director at Risk

Management Institute of
Australasia

SO PROTECHT #RMIA

The Protecht Group

:E RiskSpotlight
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Coming Up Next Week - Based on your feedback!

SURVEY PREVIEW

Start survey 2
COVID-19 Financial Services Webinar 4 Survey

1. Are you interested in attending further weekly webinars on Operational Risk Management with a COVID-19 focus for
Financial Services?

If Yes - please select which topics you would like to see covered in the two questions below

No
2. What additional topics would you like to see covered as additional future webinars? - Part 1

The practical application of Risk Appetite to COVID-19 and decision making

Applying strategic risk management to COVID-19 recovery strategies

Practical demonstration of ERM processes applied to COVID-19 using Protect ERM

How will COVID-19 impact on the future of risk management?

What lessons will be learned from COVID-19 to factor into pandemic, disaster recovery and business continuity

lans?
G 36
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Coming Up

w

o £a0

Next Week’s Topic ~ Webinar - Redefining Risk in a Covid-19  Managing COVID-19

How You Do World OpRisks
Topic based on Compliance Key insights onrisk  COVID-19
feedback Management and compliance in Resources from
Thur 30 April Regulatory a Covid-19 world RiskSpotlight
10-11. BST igati i
8?9 303;(;?2'588-'— Sb“tgaa?rl]ESRIlC/l protechtgroup.com/covid-19  riskspotlight.com/covid19
: rotecht.

Tues 12 May
10:00-10.45a.m. BST

37
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S PROTECHT

Thank you!

The webinar recording will be made available fdr sharing shortly.

Help us improve by filling out the survey at the end of the session.

Get in touch:

info@protechtgroup.com info@riskspotlight.com
www.protechtgroup.com/erm www.riskspotlight.com

S PROTECHT .23 RiskSpotlight
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