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We live in a world of rules. "Compliance” is the
process of conforming to those rules. The rules of
an organisation are referred to as "Compliance
Obligations” and consist of two main types:

— Rules that an organisation has to comply with
being:

e External Regulatory, covering laws and
regulations

e External Contractual, covering rules written
into contracts we have with other parties

We refer to these as "Compliance Requirements".

— Rules that an organisation chooses to comply
with, which consist of:

e External standards

e Internal policies, codes of conduct, internal
service level agreements and the like

We refer to these as "Compliance Commitments".
The management of an organisation’s compliance

with its compliance obligations is a formidable
task, especially in relation to external regulatory
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compliance due to sheer volume of regulation that
seems to keep expanding exponentially.

An organisations risk appetite statement (RAS)
should address the organisations appetite for not
complying with its compliance obligations. For most
organisations, we would expect that risk appetite for
non-compliance be zero or close to zero, that is, they
will aim to comply with all of the rules to which they
are subject.

Compliance management therefore involves:

¢ Knowing what rules apply to the organisation
e Ensuring that the organisation meets those rules

This sounds easy, but the enormous volume of rules
make it quite the opposite. This eBook discusses the
processes of managing compliance which we refer
to as "Compliance Management” and managing
compliance risk which we refer to as "Compliance
Risk Management”.

Further reading on risk appetite statement (RAS):
A Practical Guide to Risk Appetite (eBook PDF)
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We will use the definitions contained in the ISO19600
Compliance Risk Management Systems Standard
being:

e Compliance Commitment: Requirement that an
organisation chooses to comply with

e Compliance Requirement: Requirement that an
organisation has to comply with

¢ Compliance Obligation: Compliance Requirement
or Compliance Commitment

e Compliance: Meeting all of the organisations
Compliance Commitments and Requirements

¢ Non-compliance: Non-fulfilment of a Compliance
Commitment or Requirement

e Compliance Risk: Effect of uncertainty on
compliance objectives

For the purposes of this eBook, we will focus on
external regulatory Compliance Requirements. The
process for external contractual requirements and
internal compliance commitments will be similar.

Compliance Question Library 3 3

Quarterly Questions

Is pricing is in accordance with contracts?
Have all purchases been approved by Finance?
Has system access been terminated for 3rd parties? 5 2
Six-Monthly Questions
Has third party access been audited?

Do business units comply with risk responsibilities?

Is the business continuity plan up to date? 4 8

Annual Questions

1 We find it useful to define compliance obligations as the
plain English interpretation of the compliance requirement
and compliance commitment which is the meaning we
have given it throughout this eBook.

Compliance risk is an
operational risk and
should be managed
accordingly.
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Although "Compliance Management” logically covers
compliance risk management as well, it is useful to
differentiate the two in order to better explain each.

We will define "Compliance Management” as:

“Managing the organisation’s ability to comply
and managing the organisation’s actual ongoing
compliance" and "Compliance Risk Management”
as "Managing the risks that could lead to non-
compliance”.




Compliance
management.
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Compliance Management consists of the following
5 processes:

2. Understand compliance
requirements and determine
related obligations

5. Report outcomes of
compliance process

3. Establish processes,
4. Carry out compliance procedures and policies
functions that allow compliance with
obligations
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41 Identify and record / assess
the sources of compliance
requirements.

This can be a formidable task for external
regulatory compliance due to the volume of laws
and regulations most organisations are subject

to. The sources of requirements need to be
identified, recorded and understood. This gives rise
to the necessity for a compliance requirements /
compliance commitments or ‘obligations’ register.

Core Obligation Details ~ Alerts  Tools

| OB - Core Obligation Requirements

Applicability

Applicability

:
Obligation Assessment

Obligation Owner

@ First Line o

Interested Parties

© Additem v

Meniter and Review:
Compliance Status

Last Review Date

21/08/2018

I OB - Core Obligation Linkage
Linked Risks
@ Additem
Unauthorised transfer ar disclosure of data
Data compromise
Unauthorized access to sensitive and employee data

Controls

@ Additem

This register should ideally include:

e The Law or Regulation name
e The sections and sub-sections of the regulations

e The parts of the organisation to which the
requirements apply

e Penalties for non-compliance

e Alink to policies and processes that support
compliance

e Alink to the risks and related controls, that could
lead to non-compliance

(~]
Applicability Comments
Obligation Rating
4 - Major v
Next Review Date
21/08/2019 G &
(-]

Personal data quality controls include system data entry controls, monthly review of personal data on a sample approach and rec...

User access is reviewed on a quarterly basis and signed off by line management

Network penetration test conducted guarterly by an independent 3rd party with findings actioned and reported to IT Security Co...

Compliance Questions

@ Additem

Can you confirm that the entity has appropriate controls to ensure the security of personal and sensitive information, by protecti...

Related Policies

Q X D -

A sample Obligations Register from the Protecht.ERM system,
showing the requirement and linkages to risk, controls, compliance

questions and related policies.
11
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There must also be a process for keeping the
requirements up to date with alerts sent out to the
relevant parts of the business when requirements
change.

The creation and maintenance of this register
can either be achieved internally if you have the
appropriate resources or externally using external
legal experts to develop and maintain these
registers.

4.2 Understand compliance
requirements and determine
related obligations.

4.21 Creating and rating obligations.

Most legislation and regulations are written in
complex legal language which are difficult to
understand by the business. It is therefore essential
that these requirements are translated into

plain English. We will refer to these plain English
translations as “compliance obligations” and will
create the obligations register. The keys to success
in creating obligations from requirements are:

e The obligations need to be in simple, easy to
understand language.

e There needs to be as few obligations as possible.
This requires, where possible, obligations
generated from multiple sources being combined
into a single obligation.

This process is best performed by someone who has

a legal background and yet also understands the
nature and needs of the business. Again, it can be

performed internally if you have the resources or use

an external expert.

A risk-based approach should be applied to
compliance so that most effort is applied to the
highest risk obligations and less effort towards the

lower risk obligations. This requires the obligations to

be risk assessed.

We believe the best approach to this is to rate the
obligations according to the size of impact if it were
to be breached. This may include the impact from:

e Loss of licenses

e Fines

e Enforceable undertakings
e Reputation damage

Obligation Rating

| -

1 - Insignificant
2 - Minor

3 - Moderate

4 - Major

5 - Extreme

An Obligation Register can include a rating field
based on the size of impact if the obligation were
to be breached.

4.2.2 Other information and links to the Obligation.

It is also useful to attach other information to the
obligation including

e Who is the primary owner and any interested
parties?

e An assessment as to whether we are compliant
with the obligation

e Date of last review — the frequency of review can
be linked to the risk rating

e What attestations are being asked about the
obligation

e What is the key risk linked to this obligation

e What are our key controls demonstrating
compliance with the obligation
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Core Obligation Details  Alerts  Tools

I OB - Core Obligation Alerts &
Alerts

Type Effective Date Module Title Description Applicability Last Load Time
FYI Deadline for s...  Privacy & Dat... [New update ... The Treasury ... 17/06/2019 0...
FYl Deadline for s... Privacy & Dat... [FOP12] Seco.. The Treasury ...

FYl If passed, 1 Jul...  Privacy & Dat... [PDP12] Treas..  The governm... 31/07/2020 0...
FYl Schedule 1: th...  Privacy & Dat... [Mew update ... The Attorney-... 31/07/2020 0...
Action Requir... 16 May 2020 Privacy & Dat... [PDP43] Priva... The Privacy A... 31/07/2020 0...
Action Requir... 16 May 2020 Privacy & Dat... [PDP38] Priva... The Privacy A... 31/07/2020 0...
FYl If passed, Sect...  Privacy & Dat... [New update ... The Privacy A... 31/07/2020 0...
FYI If passed, the ...  Privacy & Dat... [PDP30] Priva... The Privacy a... 31/07/2020 0...

Displaying 1 - 8/14 €« < Page|:| of2| > »

GRC systems can facilitate the circulation of legal and
regulatory alerts to those who need to action it.

4.2.3 Keeping the obligation register up to date.

A critical and often difficult component of obligation
registers is keeping them up to date given the
ever-changing legal landscape. Organisations can
subscribe to relevant industry bodies that supply
legal or regulatory alerts via email and then update
their obligation registers manually. The process of
dealing with these emails and ensuring transparency
on the importance of the alerts is often difficult and
time consuming to manage.

The legislation and obligation changes then need
to be circulated to those that need to action and
understand the changed knowledge. GRC systems
such as Protecht.ERM can be used to provide alerts
and manage the process to action these changes.

4.3 Establish processes,
procedures and policies that
allow compliance.

The next step which can be commonly overlooked,
is to ensure that business processes enable
continuous ongoing compliance with obligations.
This requires:

e Policies, processes and procedures to be
put in place and maintained that enable the
organisation to comply. These procedures
should be linked to the relevant obligations in
the obligations register to demonstrate how the
processes meet the compliance obligations.

e Tools, such as checklists and attestations to
ensure staff understand and follow the process.

e Training, to ensure relevant staff have the
appropriate knowledge and skills to follow the
processes correctly.

13
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4.4 Carry out compliance
functions.

On an ongoing basis, the processes and functions
put in place to comply, must be followed and checks
carried out that they have been followed. This will
include such things as:

e Compliance attestations where responsible
staff attest to their compliance with the relevant
obligations.

¢ Independent reviews and checking including such
things as call monitoring and file reviews.

e Mystery “shopping" to check whether staff follow
the correct process.

e Maintenance and review of compliance training
registers

e Consistent capturing of breaches and ensuring
they are linked back to the relevant obligations.

e Where necessary treatment plans should be
created to improve processes to prevent future
breaches and systemic issues.

OBLIGATIONS
AND ALERTS
DASHBOARD

Active Awaiting
Obligations Reviews

Obligations by Rating Status by Rating

4

B 1 - insgnificant [ 2 - Minor
M : -Moderate 4 -Major

W 3 -Moderate 4 - Major
M 1 - insgnificant 2 -Minor

Age of Reviews Required (Status changed to review)

0-30 >80 Others

M 3 - Moderate
M 1 - insignificant

4 - Major
2 - Minor

ONO

Preve
Active Obligation 1 8
o & 10 18

Upcoming Reviews Required (Next Review Date)

9
: -
4

4.5 Reporting.

Relevant and timely reporting needs to occur on
each of the above processes. This should allow

all levels of the organisation, from Board to line
management, to gain appropriate knowledge and
assurance that these processes are performing.
Reporting in relation to the obligation register should
look to consider the following areas:

e Aggregation of obligations by risk rating

e Obligations deemed not compliant in the current
state

e Alerts where a review is required

e Overdue treatment plans

The sample dashboard below displays a number of
these concepts.

‘Compliant
Obligations

Non-Compliant
Obligations

Obligations Not
Assessed

Top 10 Obligations by Core Obligations

B

Guidelines and Policies|
Updated - Review Required 3 3
Ongorng Customer s onigence I+ I

Suspicious Matter Reports MRs) 1 [ NNEEID
T p—
Desgrated servces [N

Desgnated Busness Groups (0acs) Il 1
20
[} H 4 3 [ 10 12

M 1 - Insignificant 2 - Minor M 3 - Moderate 4 - Major

Top 10 Obligations by Risk

. ‘ - |

0 10 20 30 40

W 1-Insgnificant [} 2 - Minor M 3 -Moderate 4 - Major

This Obligation Dashboard from Protecht.ERM provides an
overview of the Obligations Register.
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Compliance risk management involves managing the  Those readers that are familiar with operational
risks within the organisation that could lead to non-  risk management recognize that this is the same

compliance. process. This is because compliance risk is an
operational risk and should be managed accordingly.

Compliance risk management consists of the The ISO 31000 Risk Management: Principles and

following: Guidelines standard sets out the following 7 steps:

1. Risk Appetite

7 Monitor and Review 2. Objectives

3. Risk Identification

4. Risk Analysis

16
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1. Communication and Consultation. This requires
consulting with stakeholders to understand risk
appetite. Risk appetite for compliance risk has
been mentioned earlier.

2. Understanding the Context. This requires
identifying the objectives of compliance which
are commonly considered to be:

"To comply in order to protect the organization

from:

e Financial loss including fines and management
effort

e Reputation damage
e Regulatory action”

3. Risk identification involves identifying the key
risks that could lead to non-compliance with the
relevant obligation. Related controls over the key
risks should also be identified.

4. Risk Analysis involves assessing the size of the
risk. This is usually achieved by assessing the
likelihood and impact of the risk.

5. Risk evaluation involves the comparison of the
risk against risk appetite.

6. Risk Treatment, if required, involves changing
the risk through internal controls, process re-
engineering or avoidance.

7 Monitoring and Review involves the ongoing
monitoring of the risks.

The above steps can be achieved using the standard
operational risk management processes of:

e Risk and Controls Self-Assessment
e Controls Assurance

e Key Risk Indicators

e Compliance Breach Management

e Issues and actions management.

As we are taking a risk-based approach to
compliance, we should only follow this process for
the high risk obligations e.g. Level 4 and 5 ratings as
per sections 4.21 above.
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The above approach will lead to the development of your compliance monitoring plans which should be
developed for each business within your organisation and should set out how compliance and compliance
risk management will be carried out. This should be risk-based by applying the most effort to the highest
risk rated obligations and the least effort to the lowest risk rated obligations. An example of this would be:

RCSA Yes Yes
Controls Yes Yes
Assurance limited
Yes
KRls limited ves
Compliance Yes Yes Yes Yes Yes
breach agreement
. Yes Yes Yes

Attestations half-yearly quarterly monthly
Independent Yes Yes
review bi-annually annually
Mystery shoppin ves ves ves

Y y PPINg annually quarterly monthly

Other..

19
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Compliance is not easy and there is a need to I ?
ensure the correct balance between effectiveness J\

and efficiency. If the compliance process is too

onerous and cumbersome it will mean the business

resists and it will be poorly executed. A risk-based @ -
approach that is supported by an efficient and \

effective compliance risk management system will 0 5%

give your organisation the best chance of being -
effective in managing its compliance.

= o)

X

J

Explore the main capabilities.

Protecht.ERM is an efficient, effective and agile risk management software packed with the following
features:

e Compliance GRC Solution e Obligations Content
e Compliance e Business Intelligence
e Key Risk Indicators and Analytics

o Audit

e Incidents

e Controls Testing

e Workplace Health and Safety
e Third Party Vendor Management * Dynamic Form Builder

e Mobile Enabled ¢ Integration Capabilities

e Risk Assessment

Visit www.protechtgroup.com/risk-management-software to find out how Protecht.ERM can help your
organisation or email us at info@protechtgroup.com to arrange a system demo.
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ABOUT PROTECHT

Redefining the way the
world thinks about risk.

For over 20 years, Protecht has redefined the way With our flagship SaaS platform you can dynamically
people think about risk management. We help manage all your risks in a single place: risks,
companies increase performance and achieve compliance, incidents, KRIs, vendor risk, IT and cyber
strategic objectives through better understanding, risk, internal audit, operational resilience, BCP, health
monitoring and management of risk. and safety, and more.

We provide a complete solution comprised of world We're with you for your full risk journey. Let's

class risk management, compliance, training and transform the way you understand and manage your
advisory services to businesses, regulators and risk to create exciting opportunities for growth.
governments across the world.
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