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Redefining Risk
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Risk Management Software

A Complete and
Flexible Risk
Management Solution
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COMPLIANCE MANAGEMENT
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KEY RISK INDICATORS

INCIDENT MANAGEMENT Risk and Controls Self-Assessment: Protecht.ERM delivers centralised divisional and group risk assessments as well as
conirol testing to support control effectiveness ratings.
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Life doesn’t get easier or more forgiving,
we get stronger and more resilient.
Steve Maraboli, Life, the Truth, and Being Free
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Agenda
1 Introduction and 4 A Resilience Methodology
Housekeeping and Framework
2 Operational Resilience — 5 Delivering an Operational
what does it mean? Resilience Solution
3 The Regulatory View 6 Next Steps and Q&A
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Housekeeping

1. Questions: Ask questions as we go in the question panel.

2. There will be a Q&A session at the end

3. Any questions we don’t get to during the webinar we will
seek to answer afterwards.

4. Please complete the post webinar feedback questions at
the end of the webinar.

5. You will be sent a pdf copy of the slides and a recording of
the webinar will be made available to registered
participants on our website:
www.protechtgroup.com

LY PROTECHT
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Agenda
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3

Introduction and
Housekeeping

Operational Resilience —
what does it mean?

The Regulatory View

&)

A Resilience Methodology
and Framework

Delivering an Operational
Resilience Solution

Next Steps and Q&A
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Operational Resilience - Definitions
“the ability of an organisation to absorb and adapt in a
changing environment”
ISO 2236 (2017): security and resilience — organizational resilience - principles and attributes
“the ability of a bank to deliver critical operations through
disruption”
Basel Committee
A process and a characteristic of an organisation
which allows it to:
» adapt rapidly to changing environments and
needs
» carry out its mission or business despite the
presence of operational stress and disruption.
Technopedia (rephrased)
LY PROTECHT
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Operational Resilience - In reality

1. Prevent/ reduce the likelihood of shocks on the
business. “Don’t get hit”

2. Be robust to shocks so as to minimize the impact on the
business. “Don’t falter when you do get hit”

3. Where shocks lead to impact, to be able to recover
quickly and effectively. “Get up quickly after you have
been hit”

4. Where the shock creates permanent change (the new
normal), to be able to quickly and effectively adapt.
“Change process or strategy to be smarter and tougher”

5. To be able to learn from shock experiences to become
more resilient. “Learn to dodge!”

SO PROTECHT
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Shocks from what?
* Pandemic / Infectious ¢ Conflicts and weapons
diseases + Information /
» Acts of nature (weather, communication
natural disaster breakdown
* Human made accidents ¢ Geo Political
* Cyber — Data and » Social Action
systems « Space threats - Solar
» Asset shortage (Food, Flares, Asteroids
Water) « “Grey Rhinos and Black
+ Climate Change Swans”
* Environmental — Bio
Diversity Loss
We will expect firms to have regard to severe but plausible scenarios, but not every
possible scenario - FCA
Y PROTECHT
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Polling Question

How do you rate the importance of Operational Resilience
for your organisation over the next 12 months?

Very High
High
Moderate

Low

a M 0D~

Very Low / Non Existent

SO PROTECHT
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Polling Question

What is the main driver for Operational Resilience in your
organisation? (multi select)

Regulatory Pressure
COVID-19 Response
Industry / Market expectation

Good Risk Management

o M 0D~

Value Creation

Y PROTECHT 12
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Operational Resilience
Survey - April / May 2021
JOY PROTECHT

How do you rate the priority of Operational Resilience for your organisation over the next 12 months? | your personal view, should Operational Resilience e important for your organisation?

Answered: 119 Skipped: 23 Answered: 119 Skipped: 23
Very High
Priority (e....
Yes
High Priority
(eg.atop...

Moderate
Priority (it...
No
Low Priority
(iU's not a...
Very Low (it's
not somethin...
NotSure
o

Don'z Know
Not Sure /
Don't Know

% 10% 20% 30% 40% 50% 60% 70% 0% % % % 406 5% 60% 0% a0% 0% 00
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Operational Resilience
Survey - April / May 2021
Y PROTECHT

What challenges do you face, in your implementation of Operational Resilience? What are the main drivers of Operational Resilience for your organisation?
Answered: 103 Skipped: 39 Answered: 103 Skipped: 39
Unclear

regulatory... Regulators
Inconsistent
understandin...
Response to
covip1g

No resources /
budget
Collection of
data on tech...

Industry
Lack of expectation
internal...
Lack of
technology Good risk
management
Lack of
Executive...
Unclear Value created
benefits or... /loss...

Not applicable
Other (please

Other (please specify)
specify)
0% 10% 20% 30% 40% 50% 60% 0% 10% 20% 30% 40% 50% 60% 70%
SO PROTECHT 14
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Operational Resilience
Survey - April / May 2021

JOY PROTECHT
What level of detail will Operational Resilience be applied? How do you see your organisation use Operational Resilience outputs?
Answered: 96 Skipped: 46 Answered: 96 Skipped: 46

Satisfy
All processes Regulatory...
and components Provide Board

/ Exec...

- Board / Exec
e _ R

processes an...
Included /

help recover...

iy
Manage n?clh &
Unsure / Don't - Understand
Other (please I penen
specify) Other (please
specify)
Y PROTECHT 15
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Agenda
1 Introduction and 4 A Resilience Methodology
Housekeeping and Framework
2 Operational Resilience — 5 Delivering an Operational
what does it mean? Resilience Solution
3 The Regulatory View 6 Next Steps and Q&A
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Regulatory Stance

1. Basel: Principles of Operational Resilience —

March 2021 Basel Committee
on Banking Supervision

Principle 1 Governance

Principle 2 Operational Risk Management

Principle 3 Business Continuity Planning and Testing

Principle 4 Mapping interconnections and interdependencies o

Principle 5 Third-Party Dependencies Management E)rplngcrgﬁlig?;cl)rResilience
Principle 6 Incident Management

Principle 7 ICT including Cyber Security |
L March 2021

Y PROTECHT v
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6 s eaunon publication @
1. Basel: Principles of Operational Resilience 55;2?”;{’{5‘}'{2. resilience
— March 2021 March 2021
2. PRA (BoE): Operational Resilience —
Statement of Policy — March 2021

Regulatory Stance

—

. Governance;

Operational risk management;
Business continuity planning (BCP);
and

4. The management of outsourced
relationships.

W N

LY PROTECHT 18
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P R A Strategic Identify important

Set impact tolerances
DS business services

Governance and self-

Supporting Map inputs for Test ability to meet Busii o I risk
Requirements delivery impact tolerances

The framework of: identifying important business services; setting impact tolerances; and taking
actions to be able to remain within impact tolerances set the strategic direction that the PRA
expect firms to take. To achieve the strategy, firms must:

® mapresources;

e test their ability to remain within impact tolerances;

* implement BCP requirements;

¢ implement operational risk management requirements; and

¢ implement outsourcing requirements.

Governance is an inherent part of each of the above elements, and self-assessment looks at how
a PROTECHT all of these elements combine to build the resilience of a firm.

19
PRA - Operational Resilience
1. Prevent disruption occurring to the
extent practicable
2. Adapt systems and processes to
continue to provide services and
functions in the event of an incident
3. Return to normal running promptly
when a disruption is over; and
4. Learn and evolve from both incidents
and near misses.
PRA “Operational Resilience” March 2021
Y PROTECHT
20

Copyright: The Protecht Group. These materials must not be copied, translated into any other media or
distributed to any other person without the express permission of The Protecht Group. All IP contained within these
materials remains the property of The Protecht Group.

10



Operational Resilience
OPROTECHT Thl:t)a Theory and the Practice June 2021
Regulatory Stance FEA conpier
1. Basel: Principles of Operational Resilience
— March 2021
2. PRA (BOE)! Operational Resilience — Building operaFionaI resilienc_e: impact _
. tolerances for important business services
Statement of Policy — March 2021 and feedback to DP18/04
3. FCA: CP19/32 Building Operational
Resilience
G
December 2019
Y PROTECHT
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FCA
« identify their important business services that if disrupted could cause
harm to consumers or market integrity
+ identify and document the people, processes, technology, facilities and
information that support a firm’s important business services (mapping)
» set impact tolerances for each important business service (i.e. thresholds
for maximum tolerable disruption)
« test their ability to remain within their impact tolerances through a range
of severe but plausible disruption scenarios
» conduct lessons learned exercises to identify, prioritise and invest in their
ability to respond and recover from disruptions as effectively as possible
» develop internal and external communications plans for when important
business services are disrupted
* create a self-assessment document
LY PROTECHT 2
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Regulatory Stance - Globally
Regulators will follow the lead of Basel and PRA
« ECB and FED have formally agreed to work together with PRA

» For an APAC perspective, APRA are reviewing the existing resilience
based standards (BCP / Outsourcing)

Y PROTECHT 2
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Agenda
1 Introduction and 4 A Resilience Methodology
Housekeeping and Framework
2 Operational Resilience — 5 Delivering an Operational
what does it mean? Resilience Solution
3 The Regulatory View 6 Next Steps and Q&A
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Objectives

1. Continue to deliver critical operations through
disruption

2. Absorb and adapt in a changing environment

3. Carry out its mission or business despite the
presence of operational stress and disruption.

Y PROTECHT
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Objectives levels of Operation Resilience

1. Regulator Focus: Be able to deliver Regulator
service to customers under severe stress
conditions and maintain market integrity

2. Organisational Focus: Be able to deliver Organisation
outcomes to all stakeholders under severe
stress conditions

3. Operations Focus: Be able to deliver key Operations
objectives under severe stress conditions

LY PROTECHT 2
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Specific outputs of Operational Resilience

Identify single points of failure and vulnerabilities (Critical Asset, No plan B etc)
Assess adequacy of Preventive controls to prevent disruption

Assess adequacy of Reactive Controls to be able to return to normal ASAP
Assess adequacy of Capital to absorb financial impacts

Assess ability of business to pivot and adapt

Provide assurance to external and internal parties on resilience levels

2B o e

“To be the best prepared as possible for what life may throw at you”

Y PROTECHT 27
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Key Components

1. Define critical deliverables and critical stakeholders. e.g. Customer critical service
delivery.

2. Define critical operating model required to deliver “critical deliverables”:

Important Business Services

End-to-end process Maps

Value Chains

Third parties

* Critical assets

“identify and document resources required to deliver each of their important business
services and to identify the resources that are critical to delivering a service” Source PRA

3. Define impact tolerances for each deliverable — what level of impact is OK?
4. Define and map range of impact scenarios

5. ldentify, assess and map risks and controls to the operating model mapped to each
scenario as a root cause

LY PROTECHT 2
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Key Components

6. Link existing “reactive” controls to the process and scenarios (DRP, Recovery
Plans, Contingency Plans, Major incident response)

7. Link existing risk management processes (RCSA, Stress Testing, ICAAP,
KRIs etc)

8. Run scenarios at Resource / Asset (loss of) level and Scenario level. Assess
results against impact tolerances

9. Report
10.Governance
11.Build as a repeatable process — part of your ERM / GRC system.

Y PROTECHT 29
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Impact Tolerances

1. Maximum disruption before the service delivery is materially impacted

2. Maybe measured in terms of:
* Maximum tolerable disruption
» Period of outage (Maximum Allowable Outage)
* Recovery time (Recovery Time Objective)
* Number of customers impacted
» Size of impact
* Other....

3. Consider linking to risk assessment impact scales

LY PROTECHT =
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F

Polling Question

How clear is your organisation on your Operational
Resilience methodology and what is required to deliver?

Very clear

Fairly clear

1

2

3. Fairly unclear
4. \ery unclear
5

We have no idea yet!

SO PROTECHT a1
31
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Process / Service Mapping

“identify and document resources required to deliver each of their important business
services and to identify the resources that are critical to delivering a service” pra

“Resources”
* People
* Processes
» Technology
* Facilities
* Information

JO PROTECHT 23
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Getting to work
I
1 1 |
—— | | | —
| 1 |
| |
| | | [ ] | [ § |
BN 1T mes - N
Asleep > Arrive at work
Objective: To get to work on time by 9 am
LY PROTECHT Impact Tolerance: 2 hours 3
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How do I get there? What are the process steps?

Y PROTECHT %
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What do I need to execute that process?

Assets Cwemy | ke | esey | [ eem | pamgsemos | | Fer |

required

for the o [ ([ [ e ] [ e ]

process

LY PROTECHT ¥
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What could go wrong in the process?

Assets [ vy | [ ey ] [ ey | [ eww ] [ e | [ ]
required
for the e MM e [e 7] e 7
process
Risks  [oweni | el w0 [iwwerey)] [icseriel] ey
]
— —
-
— —
mn nn — an
EER LBl EER - 1 NN
Y PROTECHT %
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How do I mitigate those risks?
Assets L Memy Ky || osaey | [ el || Pagsensos | | Fet
required
for the e e e | e [ e
process L eatey | ey
Risks | owrseep | | cormotte | | Nekey | | Mechnkcafare | | Meowncawe | | capewtl | | Tp |
1
Controls [ A pamcock | | BFnamycar | | D. NRMA | D. NRMA | ] E.GPS | | P camarkaccess pass | | 6. Buiding access pass |
[ ) | | | | — [ J |
BN N NN I 1 NN
LY PROTECHT -
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What do I need for those controls to operate?

Assets [ wmy [ [ e [ ety | [ e ] [ pemwenon | [ e ]

required

for the [ J [ ew J[ e ][ e ][ e ]

Risks [ owdew | [ cwmven | [ teley | [ Wevwnwlte | [ e | oo | [ w ]
| — I 11 |

— B I ] I I N

Asse_ts | A. Mobile phone | | B. Mobile phone | | D. Mobile phone | D. Mobile phone | E. Mobile phone | F. Mobile phone | G. Mobile phone |

;::‘u"ed B.Thin: _I;_a:g)service b.TﬁIE(TF;ong)semce D.Thlrd(_ll_?;g)servloe E.Tﬁlﬁ‘TF::g)semoe F.Third;;rg)serviee G. ﬁlﬁ(TF;crlg)servwe

control C. Money (travel card)

Y PROTECHT w0
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JJ PROTECHT

Shock: Control asset
failure

40
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So your mobile phone is down...

Assets L wemy Ky || sy | [ e || pamgsenss | | Fet

required

for the = == ==

process

Controls | VLT, VAN
[ £t ripdet
hssets  [iAAAGSA Y] A PV S A
require | B. Third party service | D. Third Party service | D. Third Party service | E. Third Party service F. Third Party service G. Third Party service
for (Telco) (Telco) (Telco) (Telco) (Telco) (Telco)
Party service
(Telco;
Asleep Arrive at work
6.00 am 10.00 am v
7.00 am 11.00am v #
7.30 am 11.30am X
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o My Tasks Risk Assessment Risk Analysis Metrics Compliance Safety Actions Analytics
M Operational Resilience 0perati0na| Resilience + New Map
%° Business Impact Analysis Q Search . e . _
< < Merchant Payment (eg: EFTPOS) Resilience Map Coesport v D W W cancel [
& Components » pupll O Summary
Merc
Resili
L2 Plausible Scenarios Send Fraud file Send Exceptions report
Modif
i= Recovery Tasks Fraud Check Manual Check of Fraud s there an
Exceptions Repart exception?
Transaction sent Route te Customer Bank Switch:
Merchant Bank Switch Customer Bank Switch
Processes Payment Processes Payment No
Request Request l
Check Balances in Cd
Banking
Customer Bank Switch Processes Payment Request
Details and Components  Connected scenarios
Business Unit Process owner Users Impacted  Availability Integrity Confidentiality  Criticality Outage Impact Max Allowable Outage requirement
o PR OT E c HT.ERM Information Technalogy  Jahn Smith 120 High Low Low Outage would be cause... 3.5 days 24
Related compenents + Add Component
Component Library Component Functions! Description Type Rating RTO (recovery time objective)
Software 4 First Data (eg) Switch Software v Application Server Inetsoft Reporting Server Server <] <6hours s
Hardware +  First Data Hosting Centre v~ Application Server Inetsoft Reporting Server Server ~  <6hours P
42
Supplier +  First Data v Application Server Inetsoft Reporting Server Server ~  <6hours Ed
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r

Polling Question

How do you believe will your organisation will deliver
operational resilience system capability?

Use our existing GRC / ERM system
Look at upgrading our GRC / ERM system

1
2
3. Look to a specific resilience solution.
4. Unsure

5

Other

JO PROTECHT o =
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Keys for Success
1. Operational Resilience is not a standalone process. It is part of / extension to ERM.
2. Utilise existing practices and information as much as possible:
* DRP, Controls Assurance, KRIs, Issues and Actions, BCP, TPVRM / Outsource management
» Contingency plans
« Stress testing and Capital Planning
* Risk Assessments
3. Agree terms and definitions to minimise confusion — follow this space!
4. Critical Process / Service mapping will be required. This is the main “missing link”
5. Ensure level of granularity is appropriate — Beware “death by process maps”
6. Main focus should be:
* Develop end to end process / service maps
* Map existing / new information to process maps
* Have capability for “what if”. What if we lost asset “A”? What if Scenario “D” were to occur?
7. Good systems — is your existing ERM / GRC system up to the job?
8. Ensure business value is created, not just meeting a regulatory requirements.
Y PROTECHT s
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Questions and concluding remarks

Enter your question in the question section on the GoTo control panel.

< TP~ Tl

e arrow at the top of

S PROTECHT
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What's Next?

Culture and Conduct Risk Management
22 July 2021

Engaging the front line in managing risk
29 July 2021

Online Risk Futurist Meetup

Coming soon
https://info.protechtgroup.com/risk-management-futurist-online-meetup-webinars
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Get in touch:

» UK, Europe & Middle East: +44 20 3978 1360
- o - Asia Pacific & A icas: +61.4331149.949

info@protechtgroup.com
www.protechtgroup.com/erm
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