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2 Risk Bow Tie Concepts
Bow Tie Tool Overview
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Housekeeping

1. Questions: Ask questions as we go in the question panel

2. There will be a Q&A session at the end

3. Any questions we don’t get to during the webinar we will
seek to answer afterwards.

4. Please complete the post webinar feedback questions at
the end of the webinar.

5. You will be sent a pdf copy of the slides and a recording of
the webinar will be made available to registered
participants on our website:
www.protechtgroup.com
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Uses of the Bow Tie
/ ssessment \
1. Common view of risk
2. Logical risk analysis
3. Root cause analysis
4. Risk Assessment — size of risk
5. Controls Assessment — group of controls
6. Metric identification
7. Storytelling
Root Cause
Actions Analysis
\/
Indicators
Y PROTECHT 6
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Polling Question

How extensively are you currently using Risk Bow Ties?

1. Not at all
2. Infrequently on an ad hoc basis
3. Regularly for incident management
4. Comprehensively across incidents and risks
SO PROTECHT
7
The Building Blocks of Bow Ties
Causes NG Impacts
L Events : Impacts
Impacts
Controls
Controls Controls
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Construction of the Bow Tie — Barrier Method

2 11 i o by asking “But Why?". 3. Trace forward to Impacts by Z6ki & "Wiia
stop|i ) SNis” or “It is outside of Next?”. Stop when answer jg7a
your i : objective(s)

1. Start with the Main Event

4. |dentify and map controls

9
Usdsy asking “But Why?”. 3. Tr?;:e forward to Impacts. by, # i
Stop|wihe t judNg” or “It is outside of Next?”. Stop when answer j#a
yourli \ objective(s)
i rtabLy 1. Start with the Main
\
\
‘\
4. Identify and map controls
Control 5
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Bow Tie Example

Payment error

1. Barrier Method
2. Comprehensive Method

L PROTECHT .
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Example Bow Tie — Barrier Method
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Dishonest employee 2 Cause Pathway
Dual Authorisation
L staff vetting
z

Staff sickness (in public)

Turnover due to competitive job iz

B Cause Pathway

L Dual Authorisation
Personal Issues

Employee wellbeing
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Example Bow Tie -
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T
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Comprehensive Method
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Root Cause Analysis

JOJ PROTECHT.ERM i= MYTASKS {83 SYSTEM w  flf CORELIBRARIES w (% RISK ASSESSMENT w R sowne  § METRICS v & COMPLIANCE v = MORE »
€ Fall from Heights - Worker |DRAFT| @ Export v £ L] L1 Cancel m
o m op 1Y e @ ) Hide Controls @ ) Library Link
b ol
] Failure to reach ground level Injury g
_ safely
Inadequate Process - “Ladder" failure = / _
‘. \ First Aid ' i
i © o -
Manufacturer defect Weak materials o Equipment Failure <\ | .
= % Fall From Height ol
Moss hazard L Slippery Pole / - o o
R ~ Failure to reach required height - Gustomer service impaired
L T r o\ Hamess T /
Inspection and clean up '— Nen-slip shoes \ A ,,
\ s/ ,  Failure to complete task & ~
> slip .
Impaired worker () z Human error / A
S " Failure to wear required PPE b Compliance breach L4
/
’ i
Rain Water on Ground L PPE Check o
L Inspection and clean up' "
1. Process Inadequate Process

Inspections missed Hazard not Shoe tread PPE check First aid kit

2. Control Weakness - worn missed incomplete
No independent No equipment No impairment

3. Contr0| Gap check
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Polling Question
What systems are you currently using for Bow Tie Analysis?
(multi select)
1. Pen and Paper / Whiteboard and Pen
2. Microsoft tools e.g. Word, PowerPoint, excel ...
3. Process / mind map tools e.g. Visio, Mind Maps
4. Point solution for Bow Tie — e.g. Bow Tie XP
5. Embedded part of your GRC / ERM system
Y PROTECHT 16
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Risk and Reward Framework
Outcomes Operational | Strategic
Objectives J Objectives
Delivered
Processes / Operating Model Projects
Projects
. Operational and Strategic and
Risks Financial Risks 2 Project Risk
Enterprlse Risk Operational and Change / Delivered Strategic and
Management Financial Risk Risk Management Project Risk
Management Management
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Integrating Bow Ties into ERM

Risk and Reward Risk Taxonomies / Classification Risk Appetite

Risk
Taxonomies XYZ Limited

Operational | Strategic, Risk Appetite and
Objectives | Objectives Tolerance Statement

A SRR W
Operating Model I Projects

Straegt e REPORTING
Project Risk g
Maragemert APPLICATIONS

Reporting

SanAeuy

Risk
Continuous Management
Improvement Processes
and Systems
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Reporting
and

Response
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Risk Taxonomy
Hierarchy
Level 1
Internal External Level 2
Fraud Fraud
O
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Key Risk Indicators
== T
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Dynamic Reporting

rouping

RI S K ® Business Unit Risk Appetite Category Date Range: Oct 2019 - Apr 2020
Business Unit: Pecple & Culture, Finance, Information Technology, Treasury,

IN MOTION s

Risk Event Risk Assessment Control Testing Compliance Key Risk Indicators Actions Internal Audit Finding Incidents.

Inherent Rating  Residual Tests Tests Total Non KRICount RedKRI ~ Open Overdue Findings Overdue Numberof Estimated Direct
Failed i C Incidents

People & Culture
Breach of employment legisiation  reguiations
OVID-19

High

Information Technology

Data compromise High Moderate

External cyber attacks, virus, maware and denial of service Moderate

Interet, teleco: ications and other public utility outage _
IT change management failure Moderate

Failure of third ervice providers

4 8CCess to sensitive and employge data

L of IT systems, services or data Moderate

Marketing
Misleading marketing material High Moderate
Negative social media exposure “ Moderate:

Inauthorised disclosure to media High

23

COVID-19 Infection Bow Tie

fferotecnrenn Swmes  @soru  ff omvmwens v U escsmwor v Boowne Qumnc v S o v Faruonow v [ amow v [oMUSTART v QIAMYIG v MOY  UMTMRATE v parr peaswir s @

¢ covio1s intection [prasT]

Impact Control

Airbome Infecoon s Intectothers Physical and mental weilbeing 7

Non essental contact

Member of pubic itected -
— ¥ PPE - Clothing

Streas and panic:
Personal Mental wellosing

Nermal bebavour B © Perscnal ickness - Anuiety

Mental Health Suppeort r

- R Medical atention Temporary iness

Touchlntecton
Isolason T Sutsce Clesaing PPE. Face Mask
Esenta Contact e

PPE - Gloves
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Drilldown

ALY PROTECHT.ERM Risk Report with Linked Iltems

Risk Details

Risk Name. COVID-18 Infaction

Risk Description Employee or customer infection due to the COVID-19 pandemic.

Risk Qwner

Risk Assessment

Last Review Date 15/03/2020 Prior Residual Rating

Inherent Rating Moderate Control Effectiveness Partially Effective. Residual Rating Moderate

Controls Testing Results
Control Mar 20
Extensive testing

Prolective equipment, eg. face mask, protective closing. gloves eic
Social support

Key Risk Indicators

KR1 ©wning Business Unit
9% of staff temperature checked on entry to company premises People & Cutture
Number of COVID18 infected employees Feople & Cutturs
Number of employees lested for COVID19 People & Culture

Compliance
Question Owning Business Unit

Can you confirm that you have practiced safe self distancing and avoided unessential activities
outsidle your home dufing the pencd? Information Technology
Can you confirm that you have practiced safe self distancing and avoided unessantial activitiss
GUSide your nome dung the penod> 2 XVZ Limited

Gan you confirm that you have practioed self isolation for 14 days when you have:
a) Come in confact wifh a person under investigation
bj have traveled overseas for the last 14 days Information Technology
<) have any of ine followng symploms: sore throat, cough, calds, body pain and other fu-like

symptoms

Can you confirm that you have practiced self isolation for 14 days when you have:
S7CoMe in contact with & berson under investigshion XVZ Limited

SO/ PROTECHT 25
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Polling Question

What is your planned use of Bow Ties going forward?
1. I'will use them less
2. | will use them the same as now

3. | will use them more

Y PROTECHT 2
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Questions and concluding remarks

Enter your question in the question section on the GoTo control panel.

If the question input area is not visible, lick e arrow at the top of
the panel to expand the

A PROTECHT

U pCO m i n g Activiti @S protechtgroup.com/knowledge-centre

Operational Resilience
Are you prepared for what's coming?
L Two session: October 21st. APAC 12:30 to 1:30 or EMEA 10:00 a.m. to11:00 a.m.

Protecht.ERM System 101 Demo
Transforming your risk management from spreadsheets
Tuesday 26th October,12:30

eBook:

A Definitive Guide to Culture Risk, Conduct Risk and Risk Culture
protechtgroup.com/ebooks
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WATCH THE WEBINAR NOW

PROTECHT THOUGHT LEADERSHIP WEBINAR
Risk Bow Tie Analysis
On-Demand Webinar

Risk Bow Tie Analysis, from ts humble beginnings in the late 70's, has become the most commonly used
tool to analyse (including root cause analysis), document and communicate any type of risk.

During this 60 minute webinar, we will provide an overview of the uses of, and the construction methods
of, Risk Bow Ties to assist you in making Risk Bow Tie Analysis an integral, essential and valuable part of
your ERM framework.

Inthis live webinar we covered:

« The Uses of Risk Bow Ties
« The Building Blocks of Causes, Events, Impacts and Controls

+ Bow Tie construction methodolk
o9 Protecht uses the information you provide to contact you about relevant content, products and

= Lising Bow Ties for Root CESSE. services. Youmay unsubscribe from these communications at any time by clicking on the

« Essential skils for good Bow Ties footer of our emails.

« Case Study - Building a Bow Tie

« Integrating Bow Ties into your ERM framework Please confirm that you consent to allow Protecht to store and process your personal

> T D information to provide you the content requested. For more information about how we handle
your data, check out our p

Just fill out the form to access the recording and slides.

Watch now

Get in touch:

» UK, Europe & Middle East: +44 20 3978 1360
- o - Asia Pacific & A icas-+61 4331149 949

info@protechtgroup.com
www.protechtgroup.com/erm
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